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Abstract

With the increasing demand of compute power, the electrical and electronic systems deployed
in safety-critical applications become more and more complex. This complexity also extends to
Functional Safety (FS) requirements, and it affects all parts of the system including hardware and
software components.

Addressing FS requires specific safety activities and operations, documented in what the
1SO26262 standard [1] refers to as “work products.” The generation of these work products relies
on sharing common data and faces specific challenges during development and integration to
manage:

= The exchange and integration of FS data between different work products and activities
among different teams and different layers of the supply chain

= The traceability of FS data to provide evidence of correctness, completeness, and
consistency

= The use of automation tools and flows for gathering and processing data

= The retargeting of the safety case and analysis from one standard to another by
efficiently evolving them and avoiding duplication of effort

Accellera Systems Initiative has formed a working group of FS practitioners and experts from the
industry to develop a standard that will provide a definition of FS data exchange to improve
Automation, Interoperability, Traceability, and Retargeting. FS data is intended here as the set
of data needed to perform safety activities and to generate work products. The standard will
specify a data model, language, or format to exchange data seamlessly. The participants of the
Accellera Functional Safety Working Group (Accellera FSWG) are distributed across Europe, Asia,
and the United States. The scope and the stakeholders of the Accellera FSWG activities are
illustrated in Figure 1.
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Figure 1 High-level view of the Accellera FSWG scope and stakeholders
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During its first year of activity, the Accellera FSWG (and previously the Accellera FS Proposed WG)
captured many of the challenges in the industry about managing and exchanging FS data. The
objective of this white paper is toillustrate these challenges and to present the goals and mission
of the Accellera FSWG towards a new FS standard addressing them. As the standard is still in
development, this white paper does not focus on the details of the FS data nor provide specific
indications on the new model/language that captures it.

The white paper is organized as follows:

= Section I (Introduction) provides basic background on key concepts of the safety
development lifecycle and work products that are involved in the standardization
discussions.

= Section Il (Industry Challenges) reports the challenges of the development process of
safety-critical applications identified by the FSWG.

= Section Ill (Mission) summarizes the mission of the FSWG.

= Section IV (Accellera FSWG and the FS Standardization Landscape) details the
connection of the work of the FSWG to the landscape of some of the existing safety
standards for handling electrical and electronics parts.

= Section V (The Accellera FS Standard) contains introductory information on the
Accellera FS standard: general concepts and approach, its objectives, and its connection
to a use case example.

= Section VI (Additional Goals and Topics for Future Exploration) explores a few
directions connected to the development of the FSWG data format/language standard.

= Concluding remarks are included to summarize the mission, challenges, and approach
of the FSWG.

I. Introduction
This section provides background about the development environment of safety-critical
electronics circuits and systems and presents the definitions introduced by the Accellera FSWG
that will be used throughout the paper. It also summarizes some key concepts of the safety
development lifecycle and work products that are involved in the standardization discussions.

A. Distributed Development and Supply Chain Ecosystem

In safety-critical industries, the overall product development is shared across the supply chain
composed of a hierarchy of suppliers such as OEMs (Original Equipment Manufacturers, typically
vehicle manufacturers), Tierls (system and module suppliers), Tier2s (hardware and software
component suppliers), and Tier3s (IP suppliers). The responsibility of developing safety functions
is distributed across multiple entities in the supply chain.
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Traditionally, the supply chain was clearly partitioned, and each supplier had a direct mapping
with the product it was offering (i.e., OEM, Tierl, Tier2). The situation is more dynamic now, and
it makes more sense to center the definitions around the product of each layer (or systems
engineering hierarchical level) rather than simply the supplier. To clarify any potential
misunderstanding and to have a common terminology throughout the standardization activities,
the FSWG has defined terms for the layers in the supply chain: IP, Component, Module, and
System. These are defined and accompanied by examples in Figure 2. The last column connects
to the terminology used in 1SO26262 standard [1]. For greater clarity, the Accellera FSWG layer
terms refer to subsets of the related I1SO 26262 terms. For example, the Accellera term “module”
is a subset of the generic ISO 26262 term “element” and describes a portion of a complete system
made up of multiple components, potentially with supporting structures and enclosure. Also,
note that as in 1S026262 standard [1], when the Accellera FSWG uses the term “element,” it
applies to any generic position in the hierarchy.

S EL el Layer Definition Examples ) .26262
Layer Terminology
Captures the function(s) visible at ECU(s) including Sensing, Processing, Actuation, Operating
System . X Item
the driver/vehicle level System, SW
o Ay———— » Sensor, Actuator, Processing module (ECU, but not the full
P Y Sense-Process-Actuate function)
Module goal(s)and can be shared by - PCB(s)and enclosure Element
differentsystems . swW ’
Packaged part (Die + Package):
+ SIP/MCM: systemin package: a few multiple die in a package
« IC:integrated circuit: single die in a package
Implements one or more safety Simple components: passives
Component function(s) and can be shared by Die-level: Component
several modules + Single function: e.g. ADC
+ SoC: system on chip: multiple functions/subsystems (e.g.
processor, peripherals, accelerators, interface ports, FW, SW)
Implements a standalone (safety) + SoftIP (e.g. SPI port, DDR controller, ML subsystem)
IP function(s) and can be shared by + Hard IP (Analog function, e.g. MIPI PHY) Part

differentcomponents » Foundation libraries (pads, memory array compilers, celllibs)

Figure 2 Definition of supply chain layers and interfaces

To support safety-critical applications, best practices are followed to ensure proper
implementation of FS as described in Subsection I.B. The application of such best practices
implies safety-related information (such as reports from FMEDA, FTA, DFA, and safety manual)
to be exchanged, abstracted, and integrated among different entities along two directions:

= Interlayer: Interface between actors in different layers. For example: IP ¢ Component,
Component <> Module. Examples are the operations of both integrating contributions
from lower layers as well as extracting abstracted views for provision to higher layers.

= |ntralayer: Interface between operations in the same layer. Multiple safety activities
(and the work products they produce) require sharing of common data during the safety
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lifecycle development. Examples are the connections between safety analysis and
verification.

More details about the safety workflow are covered next.

B. Functional Safety Workflow, Work Products, and Operations

FS standards, such as 1S026262 [1] and IEC 61508 [2], define requirements for safety activities
conducted in the development lifecycle phases of safety-related products. To achieve FS of an
entire product, such as an automotive vehicle, aircraft, or industrial robot, each top-level safety-
critical system is developed to mitigate unreasonable risk due to malfunctions. All of the entities
participating in the system’s development—the makers of IP, components, modules, and
systems—must work together to achieve “safety goals” identified for the system. This distributed
work is performed according to well-established standard safety lifecycle processes.

Figure 3. demonstrates the flow of information among the different entities participating in the
development of an automotive system. Some information, such as allocated requirements, flows
downward from the upper (integrator) to lower (supplier) systems engineering levels (left to right
in the figure). Other information (safety analysis metrics and safety manuals, for example) serves
as evidence and flows backward from the lower to upper systems engineering levels.

: —
o0 4

Vehicle System Module Component IP
(HW+SW)

L}
)

Figure 3 Requirements and evidence exchanged across layers

Safety lifecycle processes follow a similar workflow in many industries as illustrated and detailed
in Figure 4. As the lifecycle proceeds, the required safety activities generate documentation
called work products, such as safety concept, safety requirements, FMEDA, DFA, and FTA reports.
These work products are baselined, i.e., entered into a version control system to serve as the
basis for change and made available to the subsequent activities in the lifecycle. Further, the data
among many of these work products is interrelated, both in activities within the same
development tier (the intralayer relationship) and between adjacent tiers (the interlayer
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relationship). To facilitate these data relationships, it is valuable to establish standard definitions
for the data elements contained in these work products and their relationships to one another.

1
System definition
1. Definition of the System under development
2 v 2. I|dentification of safety goals (high level safety requirements)
,sz:tt,\fl,iiisn Technology/Reliability Info; 3. Definition of safety concept (requirements and architecture)
10 Mission Profile 4. Derivation of safety requirements in HW and SW
l ¢ requirements; HW/SW interface; Design and verification
Safety Concept °  Ppreliminary Safety 5. Creation of a preliminary Safety Analysis on the proposed
defintion | Analyses (FMEDA, FTA, ...) architecture
/ \ 6. Integration and verification of HW and SW parts in the system
“ HW Development * SW Development 7. Refinement of Safety Analysis to validate Safety Concept
Requirements / Requirements / . ) .
Design / Verification Design / Verification 8. Creation Safety Case: gather all arguments that safety is
v achieved
© System Integration & " Calculation-based Ssafety 9. Creation Safety manual incrementally compiled during the
Verification "| Analyses (FMEDA, FTA, ...) development to extract important information for the
¢ integrator
g o 10.Evaluation on data as well as conditions of usage of the
Safety Case > Safety Manual, AoUs product

Figure 4 General functional safety workflow

Additional requirements for data integration and exchange are added when safety elements are
developed speculatively out of context by suppliers who anticipate a likely use case. An element
developed in this manner in the automotive industry is called a Safety Element out of Context
(SEooC). This method has the advantage of parallel development across multiple system levels,
accelerating innovation, but with some added risk for suppliers. SEooC developers make
assumptions about the targeted use cases and document them as Assumption of Use (AoU). The
integrator of an SEooC then verifies the supplier's AoU are not violated by their system
incorporating the SEooC, potentially through mutual problem-solving between supplier and
integrator.

Il. Industry Challenges

FS standards specify requirements on the safety lifecycle processes and work products, but do
not strictly specify how FS data is stored, exchanged, abstracted, and integrated among the
different actors of the supply chain. Additionally, the format/language of the work products
necessary to show the fulfillment of those requirements is not standardized. This poses
challenges to the creation, manipulation, and exchange of data in the practical world. The
Accellera FSWG has identified five categories of challenges:

= Exchange of the same FS data across different automation tools
= Connection between FS data and design information
= Sharing of FS data across different operations/work products in the same layer
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= Exchange of FS data between suppliers and integrators
= Traceability of information across the distributed development environment

A. Exchange of the Same FS Data Across Different Automation Tools

In the last few years, there has been fervent activity in the development of automation tools to
support FS best practices. In fact, the state-of-the-art automated tools are well positioned to
address some of the challenges faced by the FS supply chain, because they can provide
databases/languages to store and exchange FS data. Databases, associated schema, and
languages foster scalability and maintain synchronization and traceability among the work
products.

However, these automation tools have been developed in parallel and currently lack a standard
format/language to exchange and integrate data. This hinders the interoperability in the
exchange of FS data that is instead well established for other requirements (e.g., performance,
power, area) [6][7]. Referring to the workflow in Figure 4., an example of this case is a preliminary
FMEDA created by a supplier in one tool that cannot be used directly by an integrator using
another tool. Another example is when a preliminary FMEDA is leveraged into a final FMEDA.

B. Connection Between FS Data and Design Information

Some of the information required for FS analysis comes from the design metrics of the
circuit/system under analysis. In the case of digital ICs, the final FMEDA (Figure 4.) uses the Failure
Rate and the probability of Failure Modes to occur, which are related to the total area or
transistor count of the design and to the parts of the design on which the failure modes can
manifest. Other parameters are taken into account (technology, high power, low power, etc.).
For PCB-level designs, the failure rate may be extracted from libraries of discrete components or
handbooks. Automated tools are a recent entry into the FS community, and the operation of
extracting design information from the design (e.g., gate counts, area, etc.) has traditionally been
a manual process or performed with custom solutions. These design details are extracted and
refined multiple times during the lifecycle. Accordingly, there is a huge potential for efficiency
improvement in this area. Creating an automated FS-aware flow between the FS data domain
and the design/verification domain can simplify these operations tremendously.

C. Sharing of FS Data Across Different Operations/Work Products in the Same
Layer

As of today, the industry is lacking a standard way of representing, exchanging, abstracting, and

integrating FS data, thus leading to an effort-intense and error-prone development environment.

Several FS-related operations are performed and work products are generated within the same

layer of the supply chain. These operations and work products are interdependent and rely on

exchange, abstraction, and integration of FS data. Often the information is generated and
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processed by different functional teams within the same organization. Listed here are a few
examples:

= After an FMEDA is performed, the safety verification plan is executed to evaluate the
effectiveness of safety mechanisms, and the verification results must be back-annotated
into the FMEDA by the safety engineer. These verification activities might consist of
fault simulation, emulation, or analysis and might be executed with a variety of tools.

= Safety mechanism attributes need to be shared between the safety manual and safety
analyses, such as (qualitative) FMEA, FTA, FMEDA, DFA, etc.

= The FMEA needs to be updated with the latest design metrics when a design goes
through modifications, refinements, or FS implementation.

= Basic failure events in an FTA are to be correlated with the failure modes in the FMEDA.

These examples demonstrate the need to maintain the coherency of FS data among all of these
operations, which is crucial to the integrity of the safety case. Additionally, another part of the
challenge might be the reuse of FS data for the retargeting of the safety case to satisfy the
requirements of another safety standard.

D. Exchange of FS Data Between Suppliers and Integrators

As of today, integrators receive a highly nonuniform collection of documents from the supply
chain and must resolve gaps when data is not made available. A consistent data format/language
eases the composition of FS data that each integrator collects from their suppliers. Examples of
safety work product integration from Supplier A and Supplier B are illustrated in Figure 5.

—_—

— FTA,

— FMEDA,
Tier N Z DFA,

Supplier “A” N~ Safety Manual, — FTA
Requirement \
Traceability, FMEDA \
— ...others, y

\
_ DFA — )
—< - i
— Safety Manual f//
FTA, g /
Requirement / _
- FMEDA, Traceability f/ N,
/
/ DFA ... others /
. — \
Tier N B

TR .~ Safety Manual,
_ Requirement

Traceabilityg

...othersg

Figure 5 Work product integration from multiple suppliers by a single integrator
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Also, from the supplier perspective, a standardization of the data exchange would improve
scalability. In fact, as summarized in Figure 6., a standardization of the FS data to be exchanged
avoids the need to agree with each customer on a particular dataset as is done today. Often IP
and SoC vendors deliver products targeted towards many end-use applications and therefore
must instrument configurability into those products to deliver the desired functionality.
Unfortunately, configurability exacerbates the challenge of exchanging safety data as each
permutation has the potential to result in an entirely different safety case. Standardization and
automation play a vital role in enabling suppliers to efficiently deliver safety data tailored to the
integrator’s use model.

FTA
FMEDA,

DFA,

FTA
A @ Safety Manualy

FMEDA, Requirement
Traceabilityy

Tier N-1
Customer “X”

S

Tier N DFA,

... othersy

Supplier “A”

Safety Manual,

Requirement

Traceability , FTA,
... others, EMEDA
Y

TN

DFA, Tier N-1 _
Safety Manual, Customer “Y” 4
Requirement \ d

Traceabilityy

...others,
Figure 6 Single supplier supporting multiple customers

Figure 7. shows an example of how work products (e.g., an FMEDA, a safety manual) are passed
through several hierarchical levels of analysis. Here, the IP FMEDA is handed off to an SoC
integrator for inclusion in a component-level FMEDA, which in turn is delivered to a Tier-1 system
integrator for inclusion in a module-level FMEDA, then to a system-level FMEDA, and finally to
an OEM to verify the fulfillment of the overall safety goal in an item-level FMEDA. The data from
the FMEDA analysis for the same IP needs to be consistent across all of the different levels of
abstraction in the supply chain.
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B — 3

- IP -‘ Component
Work Work
Products Products
(*) (*) Products

(*) Work products subset taken as needed from the Safety Case

Module
Work G
Products

(*)

Figure 7 Example of FMEDA as work product integrated with supply chain

The OEM is responsible for the integration of the systems and the final product safety case, and
it interacts with the public and the regulators. Additionally, the OEM is often the first actor
involved in case of injury litigation, and thus it is imperative to make available the evidence
demonstrating state-of-the-art development practices at all levels. However, the evidence is
generated layer after layer by the several suppliers in the supply chain and rolled up into the final
safety case. This complex ecosystem is depicted in Figure 8.

-
— Data exchange

Module  System

\/ Item
/ \ Safety Case

Component IP

Figure 8 OEM (e.g., car manufacturer) as an integrator for the final safety case

It is therefore in the interest of all of the industry players that the data and work products are
clear, comprehensive, and defensible to create a robust and evident safety case that prevents
injuries and protects human life.
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E. Traceability of Information Across the Distributed Development Environment
An important aspect of managing FS development is the requirement for traceability of
information, i.e., the ability to identify its origin and a way to follow the chain of refinements and
modifications that a design element goes through. This applies to both intralayer and interlayer
management and can be especially challenging when different actors in the supply chain are
involved. Traceability is key to ensure freedom from systematic faults that could introduce an
unacceptable risk to humans or the environment.

As captured in the V-model of Figure 9., traceability supports:

= Completeness of the requirements derivation (vertical arrows), verification (horizontal
arrows), and their fulfillment in the realization

= Effective impact analysis during change

= Consistency between requirements

= Evidence collection during verification execution

System System Test System

Requirements Verification

/ Module Module Test _ Module

Requirements Verification

Impact

Analysis ———— &

Component ComponentTest | e o151
Requirements Verification

P IP Test P

Requirements - Verification

Realization

Requirements derivation
A

Evidence Collection

Figure 9 Traceability of requirements, change management, and impact analysis across layers and activities

During litigation, traceability is key to show the logical chain of defensible rationale in the
argument for achievement of FS throughout the distributed development of the entire system
involved in an incident.

FS standards require that all evidence generated across the development layers to satisfy the
requirements are traceable, justified, and documented in a safety case to give confidence of the
integrity of the entire safety analysis. Further, it is necessary for the safety case to be recorded,
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maintained, and retained for years or decades until decommission of the product and its field
uses, so it is available as needed at all times during the product lifecycle.

Although several products and strategies are available to aid the ability to trace information, a
fully holistic approach is not available and a non-negligible portion of the safety data exchange is
handled manually or ad hoc, leading to an error-prone and effort-intensive solution.

While best practices are long established and working in the development of safety-critical
applications, their implementation is becoming more challenging due to 1) the exponentially
increasing complexity of the electronic circuits and systems deployed, and 2) the increasing
functionality enabled and integrated in safety-capable products. Manual and ad hoc methods do
not scale in the face of such complexity. It is desirable and in the best interest of the industry to
establish a standard exchange format/language to keep a healthy tool ecosystem and improve
efficiency and confidence.

lll. Mission

The challenges outlined in Section Il are aligned along the need to improve three characteristics
of the development process:

= Interoperability: The ability to accurately provide and integrate data across the supply
chain. Examples of this are:
o “Exchange of the Same FS Data Across Different Automation Tools” (Subsection II.A)
o “Sharing of FS Data Across Different Operations/Work Products in the Same Layer”
(Subsection I1.C)
= Traceability: The ability to bidirectionally trace and verify the history and connection of
information by means of recorded identification. Examples of challenges of the “Traceability
of Information Across the Distributed Development Environment” are summarized in
Subsection II.E. They manifest especially in the “Sharing of FS Data Across Different
Operations/Work Products in the Same Layer” (Subsection 11.C) and the “Exchange of FS
Data Between Suppliers and Integrators” (Subsection II.D).
= Automation: The use of EDA tools to automate the tasks of manipulating, storing,
abstracting, and exchanging information. Although automation will enable improvement in
all of the challenges described, the most visible need is the “Connection Between FS Data
and Design Information” (Subsection 11.B).

The immediate mission of the Accellera FSWG is to provide a unified definition of the FS data to
improve automation, interoperability, and traceability across the FS development lifecycle of
electronic circuits and systems. The Accellera FS standard will enable an FS-aware
design/verification/implementation flow by defining a data model to capture and propagate FS
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data across the different safety operations and the distributed development environment, from
the system to the IP.

The initial goals of the FSWG are to:

= Unify and standardize a methodology to exchange FS data for FS operations (e.g.,
analysis, verification and validation, optimization, implementation) to produce work
products (e.g., FMEA, FMEDA, AoU, FTA, DFA, safety requirements)

= Define a format/language to exchange the FS data across the distributed development
environment of the FS lifecycle

The scope of this effort transcends across several dimensions. These are illustrated in Figure 10.,
but this is not meant to be an exhaustive categorization. The green boxes define the scope of the
FSWG and capture how the work will proceed in phases: the initial focus aligns with the content
below the green dotted lines, while the content above is planned as future work.

Manufacturing HARA

Safety Case

Household Physical Verif

Safety manual

Power Drive Mechanical

Safety Requirements
Software

Nuclear

BFR/Reliability

o
@]
uy]

Machinery Verification

Architecture

E/E Systems

Railway Package

: -~
Medical Memory =

Module

>

i

Aerospace

Industrial

Analog

Component o
P Mixed Signal Inter-layer -

Automotive Intra-layer FMEDA

| Digital

FS operations/

Supply Chain/ Industry Domain Hierarchy layer Work products

Hierarchy Layers

Figure 10 Functional safety operations and dimension for data exchange

While the immediate focus is around the automotive industry, the work of the FSWG is planned
to proceed incrementally and extend to industrial and later to aerospace and medical industries.
Similarly, the work started on the digital domain will later extend to mixed-signal, package, and
other domains. Along the same lines, the first development is covering silicon development and
will later extend to system-level. And lastly, the first work product under consideration is FMEDA,
but the work will incrementally extend to other work products.
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Also, while the immediate execution focuses on the development of the data model and goals
described above, the FSWG is also planning to explore connected topics that concern state-of-
the-art methodologies and automation. These are further described in Section VI.

The development of the FS standard is structured along the following rationale:

= Formalize and harmonize the process of FS operations.

= Focus first on the content of the FS data (which will be captured in a conceptual data
model) and its objectives.

= Define the format/language to represent the FS data content.

= Create an example use case that supports both the definition of requirements and the
validation of the data model being developed.

While this section outlines only the execution plan, more details on the FS standard are provided
in Section V. It is also important to note that Section V includes only the key objectives, while a
different document will be published by the FSWG to detail the FS data model content and
language.

IV. Accellera FSWG and the FS Standardization Landscape

Several standards exist for the FS  development lifecycle of  E/E/PE
(Electrical/Electronic/Programmable) electronics deployed in safety-related applications. While
IEC61508 [2] is applicable to several industries, there are also other industry standards derived
from IEC 61508 [2], as illustrated in Figure 11. These standards provide a state-of-the-art set of
practices and guidelines to follow in order to achieve the adequate risk reduction based on the
required integrity level of the end application.

The FSWG does not intend to define new practices but is rather focusing on:

= Understanding the challenges the industry faces to implement the existing safety
standards

= Developing an FS data format/language that supports the exchange, integration, and
maintainability of FS data and addresses the identified challenges

= Capturing and staying current with the evolving state-of-the-art methodologies and
their impact on the definition of data exchange

As Figure 11. illustrates, the rationale to develop this data format/language is to be consistent
with existing standards and focus on their enablement through improving automation,
interoperability, and traceability. Automation plays a significant role in improving the
development process: once FS data is formally defined, EDA tools can extend existing flows and
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technology to aid and automate many lifecycle activities. Defining and standardizing the data
format/language is key to enabling automation.

Also, |IEEE has formed P2851 [15] [16], a Working Group complementary to the work
being performed in the Accellera FSWG. As with other successful standards definitions, once
completed and published, the Accellera FS standard is considered for contribution to IEEE.
Accellera Systems Initiative and IEEE have a long fruitful collaboration of defining standards.
Some examples of this collaboration are UVM [9], IP-XACT [11], UPF [6], SystemVerilog [12],
and SystemC [13]. As part of the IEEE Get Program [16], Accellera worldwide users can get
free access to IEEE Standards based on Accellera standards.

Best practices Industry Challenges I Accellera
Guidelines for implementation FSWG

A

Automotive

15026262 More efficiency + higher confidence
ilical Indiistrial on implementation of best practice

IEC 61511

- |EC 61513 and guidelines
Functional Safety -
of E/E/PE systems Interoperability
(IEC 61508)
Automation
Traceability

FS data format

IEEE
P2851

Machine
IEC 62061
1SO 13849

Raﬂway s
EN 5012x

Figure 11 Overview of the functional safety standards and goals for the Accellera FSWG

V. The Accellera FS Standard

This section provides some initial insights on the:

= Development process of the FS standard, starting from a conceptual data model and
evolving into a format/language

= Objectives for the format/language

= Motivation and rationale for creating an accompanying example as a use case

Subsequent documents will be published to capture the work on the Accellera FS standard itself.
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In the context of enabling automation tools for FS operations, the FS standard is planned to

include FS content information in addition to—and separately from—the design standard format
(e.g., Verilog [14] , VHDL [10], SystemC [13], SystemVerilog [12]). Figure 12. shows the high-level
workflow. In the context of enabling tool automation for FS operations, the FS standard will add
to the design information data to traverse and support the entire development lifecycle. The FS
standard will enable an FS-aware design and verification flow by defining the data model to

capture and propagate the safety content across the different safety activities, the distributed

development environment, and layers ranging from the system to the IP.

The first phase of the FSWG activities focuses on defining a conceptual data model to describe
the FS data repository, which will be the foundation for a format/language. The second phase
will consist of the development of the data model and format/language.

Design

Standards
(e.g. Verilog, VHDL,
SystemVerilog, SystemC, )

Ve

Functional Safety

2

Standard
| J
( i )
Design
Definition
\_ J

Automation Tools
Irl‘tregt?tlon

FS Work Products

Figure 12 The Accellera FS standard complements the existing design data to include FS data and support

the development lifecycle

The goal of the FSWG is to establish a specification to achieve the following objectives:

= Phase 1: To define FS data content needed to support FS operations and FS work

product generation from IP to system level, in both interlayer and intralayer use

contexts

= Phase 2: To define a language and/or format to exchange the above information across

the distributed development environment of the FS lifecycle

Figure 13. shows how FS content is centralized, shared, and captures the information needed to

support safety operations and generate the safety work products. Each grey arrow in the picture

represents an opportunity for standardization to be included in the FS data model.
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The key objectives for the FS standard data format/language are:

= Harmonize the best practices and terminology across the industry via common language

and schema
= Enable efficient interchange of data representing FS concepts across the diverse lifecycle
development tool chain and among organizations engaged in distributed developments
= Be comprehensive, flexible, and scalable to minimize future perceived needs for local or

proprietary customization

Intralayer

System

Safety

E Requirements BFR/
% Reliability
3 - Module
<
== Safet
FSdata [t Fra BE g y

= .

FS Architecture

Figure 13 Opportunity for standardization and scope of the project

These objectives will be accomplished by the following capabilities:

= Specification of requirements for EDA tools to auto-generate FS data that can be verified
for completeness, correctness, and compliance to the applicable FS standards

= Availability of generic definitions for terms and data models that are refined for sector
specific standards and their FS analysis

= Availability of best-practice descriptions captured via a comprehensive set of use cases
representing diverse industry product development methods

= Provision of a common framework encompassing the identified best practices to enable
automation aligned with industry standards
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= Availability of formal descriptions of fundamental operations to enable data modeling
within the FS lifecycle—analysis, validation, verification, automation—termed FS
content

The key characteristics of the data exchange standard will be as follows:

= Human readable and machine parseable (e.g., XML, TCL or script base, DSL)
= Independent of the design standard format

= Flexible to allow for future capabilities/enhancements

= Tool independent

= Provision of different views at different abstraction levels of FS data

B. Use Case Example: Adaptive Cruise Control
The FSWG will deliver a practical example with the following goals in mind:

= Demonstrate industry challenges
= Concretely illustrate parts of a development lifecycle
= |llustrate and validate detailed use cases:
o Verify how integrators may combine the different data and work products
coming from their suppliers
o Verify work product format and content consistency
o Connect FMEDA, FTA, DFA, safety manual, requirement traceability, AoU, etc.
= Ease understanding and adoption of the FS data format/language

The example is not meant to be a complete, fully developed test case. Rather, the rationale is to
be able to cover both the interlayer (vertically connecting IP to system level) and the intralayer
(horizontal, connecting different operations within a layer) use models. The application we have
chosen to capture is a simplified Adaptive Cruise Control. Figure 14. shows the system view from
the OEM perspective: the system consists of a set of sensors on the left, each driven by a
dedicated SoC, compute in the center associated with a set of safety mechanisms, and a set of
actuators on the right, each containing a dedicated MCU.

This example test case will be captured in a subsequent document that will detail the guidelines
for application of the FS standard being developed.
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Figure 14 OEM view of the Adaptive Cruise Control example

VI. Additional Goals and Topics for Future Exploration
This section briefly outlines several topics that are part of the discussions of the Accellera FSWG
beyond the initial focus described in previous sections of this white paper. To tackle the problem
more effectively, the group has initially focused on the automotive standard ISO 26262 [1] and is
proceeding in layers of work products starting from FMEDA.

A significant part of the conceptual data model has been drafted to support ISO 26262 [1]. To
achieve our goal of facilitating retargeting, once the support for ISO 26262 [1] is complete, the
following standards are planned to be covered:

= |ndustrial IEC 61508 [2]
= Avionics DO254 [3], DO178 [4]
=  Medical ISO 14971 [5]

Differences in the standards will be identified, which will then drive changes to the work already
drafted.

Additionally, the FSWG is planning to address other areas that are connected and relevant to the
initial part of the work described earlier in this white paper. Priority was given to the following
five topics, based on interdependencies with the existing effort:

= Dependability
=  AoU processes
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=  Requirements of FS verification techniques
= Safety manual process
= Safety case process

The remainder of this section will describe the scope of each of the these topics and highlight the
interdependencies with the current work that is covered by the group.

Dependability

Dependability [20][21] refers to the quality of service that a system provides, and it covers the
reliability, availability, safety, maintainability, and security aspects of the system. Reliability
[17][18], safety, and availability [19] are within the scope of the working group. Maintainability
and security are out of scope and may or may not be covered in the future.

Reliability, availability, and safety share several aspects, and the focus of the FSWG is to define
the interrelation between them and identify whether and how the data model will be able to
support them.

Assumption of Use Processes (AoU)

AoU are an integral part of the overall FS requirements and can be used at different levels in the
development lifecycle of the design and in different contexts. For example, in the development
of SEooC products, AoU can be used when customer product requirements are not available. AoU
are used in FMEDA or DFA when the actual requirements are not available at the time of
development. It is the responsibility of the consumer or integrator to verify that they are adhering
to the AoU.

There are a few challenges that exist today in handling these assumptions through the product
development. Most of the AoU are developed using natural language without any format or a
common structure that has been agreed on. This could be a potential for errors and also a burden
in communication between the different development layers. Also, as of today there is no agreed
upon standard methods for tying the AoU into the product or engineering requirements. The
topics in which the FSWG is interested are:

= To define an acceptable AoU format to enable proper communication across different
layers

= To investigate processes to evaluate the correctness of the AoU by the consumer of the
AoU at the different layers

Requirements of FS Verification Techniques
There are several techniques for verifying the diagnostic effectiveness of safety mechanisms. The
most common techniques are fault simulation [22] [23], analytical methods [24] [25] [26], formal
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methods [23][27][28][29], and statistical analysis [30]. These techniques can be used standalone
or together to evaluate the design capability of detecting errors or failures.

The topics in which the FSWG is interested are:

= |dentifying all of the techniques for safety validation

= Defining the data model requirements for each of the safety validation techniques for
the different layers

= |dentifying rules and procedures to compare or merge the outputs from the different
techniques

= Defining the intraoperability/interoperability between these methods/tools and other
tools (e.g., FMEDA, FTA) at the same layer and other layers

Safety Manual Process

All safety standards require a safety manual be delivered to integrators that contains safety
information such as safety analysis, AoU, safety architecture, and more. However, at this time
the industry is not standardized on the content or format of the safety manual. Some other safety
standards, such as IEC 61508 [2], do not cover IP or SoC safety manual content. Thus, there is
variation across different companies on what a safety manual should contain, and, in many cases,
a single company may have several versions of the same safety manual to satisfy different
customers’ requirements. Finally, most of the safety manual development follows a manual
process and does not support automation or extraction of the information from the data model.

The topics in which the FSWG is interested are:

= |dentifying the essential information needed by the integrator to complete their design
and safety analysis

= Defining methods to enable extraction/automation from the data model

= Defining how a safety manual development could be automated, e.g., using a
combination of executable specifications and descriptive language

Safety Case Process

Although there are several tools and languages that have been proposed for deriving the safety
case [28], there is no agreement on the format or language structure. In addition, current tools
or languages might not be adequate to the safety argument and are not flexible enough to enable
changes in the safety argumentation without major rework of the safety case.

The topics in which the Accellera FSWG is interested are:

= Standard language(s) and template structure for the safety case
= Exploring solutions for the integration of the safety case from different suppliers
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=  Proposing a solution for work product documentation
= Proposing techniques to automate the development of the safety case
= Providing solution examples for the different layers

Concluding Remarks

FS standards such as 1S026262 [1], IEC61508 [2], and many others define the requirements and
guidelines for the development of products for safety-critical systems. These standards also
clearly define the methods, operations, and work products needed to fulfill the requirements.
Several challenges have been identified to implement these best practices and guidelines. The
Accellera FSWG has been established with practitioners and experts from the industry to define
and standardize the exchange of data information among the work products and safety with the
goal to be consistent with the existing standards and focus on their enablement through
improving automation, interoperability, and traceability. As summarized, the aim of the FS
standard is to enable more efficiency and higher confidence in the implementation of the safety
best practices and guidelines by improving engineering efficiency to create, exchange, and
maintain the work products during the safety lifecycle of product development across and within
the layer of the ecosystem.

Ability and effectiveness of  Ability to trace and verify the
exchanging information history and connection of
information

Connection between the FS data Interoperability Traceability

and the design information

Industry
Needs

Sharing of FS data across operations/
work products in the same layer

Automation

Usage of EDA tools to automate the
tasks of manipulating, storing,
exchanging information

Figure 15 Overview of the Mission and Solution proposed by the Accellera FSWG to address challenges
As described in this white paper, the Accellera FSWG plans to address the development of the
Accellera FS standard in incremental phases to extend its scope and applicability. Also, the FSWG

plans to extend the work to include a review of the existing FS methodologies to include state-
of-the-art best practices and maintain alignment of the FS standard where necessary and useful.
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